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Insider Risk Management

Quickly identify and act on insider risks with an integrated end-to-end approach

Microsoft 365 compliance

Hame
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Insider risk management

Privacy management
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Customize navigation

Insider risk management

Overview  Alerts  Cases

Total alerts that need review
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Medum

Policies

users

Notice templates

Open alerts over past 30 days
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Alert: Data leak of sensitive customer information

~

Cumulative exfiltration activities

Oct 25, 2021 - Nov 11, 2021 (UTC) | Risk score: 45/100 ©

All exfiltration: 38350% above organizational average (Explore events)

Files copied to USB devices: 76200% above organizational average (Explore events)
Printed files: 600% above organizational average (Explore events)

Deletion: Files deleted

Oct 21, 2021 (UTC) | Risk score: 75/100
2 events: Files deleted from Windows 10 Machine

(4) SEQUENCE: Files collected, obfuscated, exfiltrated and
cleaned up

Aug 31, 2021 - Oct 21, 2021 (UTC) | Risk score: 90/100

50 events: Sequence: Files downloaded from SharePoint, renamed, printed, then
deleted

5 events: Files that have labels applied, including: random name

2 events: Files containing sensitive info, including: Credit Cards

1 event: File sent to 1 unallowed domain

Deletion: Files deleted

Oct 21, 2021 (UTC) | Risk score: 75/100
2 events: Files deleted from Windows 10 Machine

@ Exiltration: Files printed

Sep 30, 2021 (UTC) | Risk score: 45/100
2 events: Files printed
2 events: Files containing sensitive info, including: Credit Cards

Obf ion: Files r d

Sep 15, 2021 (UTC) | Risk score: 32/100
2 events: Files renamed
2 events: Files containing sensitive info, including: Credit Cards

Collecti Files d loaded from SharePoint

©

Rich insights

Identify hidden risks with customizable ML
templates requiring no endpoint agents.

Privacy built in

Pseudonymization and strong controls help
appropriately manage data about risks.

End-to-end investigations

Integrated investigation workflows allow for
collaboration across Security, HR, and Legal.




Insider Risk Management demystified

An employee enters resignation date in HR tool...

«

90 days

What happened before?

6 days before:
Accessed OneDrive
Downloaded 170 files...

2 hours before:
Downloaded 50 sensitive files...

OneDrive

50 files labeled strictly confidential
7 files meet classifier ‘account number’
7 files meet classifier ‘US Credit Card Number’

Information Protection

Summer.zip emailed
to personal email
address

Project X renamed to
Summer.zip

Summer.zip

Project X Downloaded
Deleted

from Teams

Sequence

HR Connector

(R >

Accessed SharePoint
Shared 70 files with personal email domain

30 days

SharePoint

5 files labeled strictly confidential

Onboarded W10 Machine indicates 50 files copied to a USB Device
Onboarded
Endpoint

10 files labeled strictly confidential

7 files meet classifier ‘account number’

7 files meet classifier 'US Credit Card Number
2 files labeled “Project Contoso”

Defender for
Endpoint

Malicious software downloaded on to W10 Machine
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Platform Improvements
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New capabilities Product availability
Getting the most out of your investment with a guided experience Preview - November
Alert review and triage enhancements Preview - November
Enhanced policy trigger customization Preview - November
Historical lookback into email-based exfiltration activities Preview - November
Cumulative exfiltration activity Detection enhancements Preview - November
Expanded coverage with macOS support Preview - November
Integration with Microsoft Sentinel Preview - November

Healthcare policy template and indicators Preview - November
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CFO Looks like you have captured the full list (and in the order found in the blog). Can you include the aka link in the

top right? Aka.ms/InsiderRiskBlog
Caitlin Fitzgerald, 2021-11-29T720:00:13.014

PDO O Done
Patrick David, 2021-11-29T20:26:09.359



Preview

crosoft 365 compl

Ease of setup and use -

Gy Home Insider risk management P T I I

are the to S
Overview  Alerts Cases Policies Users  Notice templates

<@ Data classification

. .
C O n S I d e ra t I o n S fo r il Top actions to help you get started Explore insider risk management

A Alerts
Tt k2 Reports @ 1urn on auditing Required & v
u rC a S e e C I S I O n Start recording uzer and admin activity o the audit log. P
LS g e Hedifd: Insider Risk
Q. Permissions ' 2 Managementy
makers -
Solitiohs Choose the user activities you want yeur polisics to detest
B2 cowion B e T IS s &4 min
B2 Audic Assign permissions to others Optional &5 min

Aszign other admins to an insider rizk mansgement role Group.

£ Content search

. @  create your first policy Requirert & 5 min
(2 communication compliance Use pradefined templates to c -t risk activities, such as data theft

In-product guided @ e

.
@  scan for potential insider risks Optional

eX p e r I e n Ce h e I p S yo u =B Run an analytics scan to identify potential risks in your org, @ 4 min

B Audit

. .
Assign permissions to others Options!
setup wi conridence pov& ieriiosny i NN

O Content search

! = ) ) @  create your first policy Required
a n e n S u re yo u re S ContmutiE=hon comphanes Use predefined templates to detect risk activities, such as data theft.
[A Dataloss prevention

getting the maximum . R

Data subject requests

value R . [ —

B Information governance Mediz | ) tow Active
2 1 3
(& Information protection
Policy matches Alert severity User Time detected Case name Status User Case last updated
| A insider risk management
Confidentiality obligation durin... m ©  Anony8SKF-34... 9 months ago Case 449: Potential IP theft @ Active © AnonyBSKF-34.. ayear ago

[ Records management



Preview

Make it easier to understand the context of an alert and reduce time-to-action

Microsoft 365 compliance

o Hame Insider risk management > Alerts > Alert; Confidentiality obligation during departure
D Campliance Managar - b . -

Alert: Confidentiality obligation during departure
<2 B classtizmtan @ neecs review  mmm vsoum
E®  Data connactors
A Alerts
B2 Repore Summary  Activity explorer
= Policies
€y  Permissions Details -~
Salubore What was the triggering event? Activity that generated this alert (D Risk insights for activity in this alert
FR  cCatalog An HR connector imported a resignation Data exfiltration: Emails with attachments sent outside

a p e i the organization e 1 activity includes events with unallowed domains
B2 Audi ateforthiz user.on;Dec:s. 2020°UTC. This 50/100 Medium severity | Jun 21. 2021 (UTC)

event prompted the policy to start assigning 5 Ermails sent outside the Grganization
FEhCenten iz risk scores to the user's activity, Note: 4 other activities have the same risk score of 50/100

View all activi
S e it b n Pl o
[B |Dataiioss prevartion
SR what was the triggering event/ Activity that generated this alert (1) KISK Insights Tor activity In this alert
B Catalog An HR connector imported a resignation Data exfiltration: Emails with attachments sent outside
the organization ® 1 activity includes events with unallowed domains

date for this user on Dec 5, 2020 UTC. This

E Audit B A 50/100 Medium severity | Jun 21, 2021 (UTC)
event prompted the policy to start assigning 5 events: Emails sent outside the organization
Contentisearcn risk scores to the user's activity. Note: 4 other activities hava the same risk score of 50/100

B View all activity
{2 Communication compliance

Fﬁ Data loss prevention

[% Data subject requests

i eDiscovery b
&= Information governanice User details
[2 Information protection Name and title

I S Insider risk management ° Anony85KF-34DF

B Records management



Preview

Further tune your policies to
trigger on specific events and
custom thresholds including:

o Printing Files

o Using Edge to copy files
to cloud storage

Copy Files to USB

Share SharePoint files
with people outside the
organization

Helps with greater alignment
of insider risk policies with
organizational risk appetite

9 Microsoft 365 compliance

2 =
¢y Contoso Electronics

Insider risk management > New insider risk policy

@ Policy template

|

@ Name and description
|

@ Users and groups

|

@ Content to prioritize
|

@ Triggers

|

QO Indicators

|

QO Finish

Triggering thresholds for this policy

Each trigger you selected uses default thresholds to bring users into the scope of a policy.
recorded for an activity per day per triggering dimension. However, you can bypass these «

(O Use detault thresholds (Recommended)

(@) Use custom thresholds

Downloading content from SharePoint

Total number of activities

Reset to defaults

Triggers for this policy

The triggering event determines when a policy will begin to assign risk sources to a user’s activity. Learn more

Choose triggering event
The triggering event determines when a pelicy will begin to assign risk scores to a user’s activity. You can choose between two triggering
events for this policy template.
() User matches a data loss prevention (DLP) policy
Policy will start assigning risk scores when a user performs an activity matching the DLP policy you select. The DLP policy must be configured to generate
High' severity incident reports. Learn more about DLP policy requirements.

®  User performs an exfiltration activity

Policy will start assigning risk scores when specific threshaolds are detected for activity relating to the follewing indicators:
Select which activities will trigger this policy

Downloading content fram SharePoint

Sending email with attachments to recipients outside the organization

Brinting files

[[] using Microsoft Edge te copy files to personal cloud storage

Copying files to USB

[[] sharing SharePoint files with peaple outside the organization



Detects when the number Summary  Activity explorer
of exfiltration activities that

Filter: & ¢ _
a user pe rfo rms over 3 o Show: All scored activity for this u... S
d ays exceed S th e . Risk insight: Cumulative exfiltratio... ~ X Happened (UTC): 2/5/2021-10/4/2021 Activity: Any
organizational median
Detects when the number of exfiltration activities that a user i Export

O Exa m p | e: U ser s ha res performs over time exceeds the normal amount performed by
. users in your organization (for example, if a user shared more
m O re fl |es th a n m OSt files than most users over the past month). Learn more about
cumulative exfiltration detection
» Aug 21, J21-Sep 9, 2021 (UIC) | Risk score:
59/100 ©
1 event: Copying sensitive or priority content to

E n h anceme ntS the clipboard with sensitive labels: User is in top

1% based on activity in organization. Labels

0] Ad d ed C I a rlty on include: Highly Confidential\Any User (No
.« . Protection)
a Ct |V|ty pe rce nt | 1 event: Copying sensitive or priority content to
the clipboard: User is in top 1% based on activity

o Leverages sensitivity i

1 event: Shared SharePoint files externally: User

Ia bels to pI‘IO rltlze is in top 1% based on activity in organization
sensitive documents ®

Cumulative exfiltration activities

Aug 12, 2021 - Aug 27, 2021 (UTC) | Risk score:
25/100 @

1 event: Copying sensitive or priority content to
the clipboard with sensitive labels: User is in top
1% based on activity in organization. Labels
include: Highly ConfidentialAny User (No
Protection)

1 svent: Convinn cencitive ar nrioritv content to



Preview

o This native connector
allows for seamless s oo (ERE ) @G ~) @)
i m po rt Of a Ie rtS © Prease take time 10 answer a quick survey, click here.

. Insider Risk Management
o Single pane of glass to
review alerts for insider
risk in a broader g
organizational context

o Workbook integrates
telemetry from 25+
Microsoft security -
products to provide
actionable insights into
Insider Risk Management

o "Better together” story
between Microsoft 365
Insider Risk Management
and Microsoft Sentinel

Getting Started  Insider Risk  Watchists  Entity insights  Opan Insider Risk Management Case

E3 Getting Started E3 Recommended Enrichments

goooooooooo



Preview

Healthcare policy template and indicators to help reduce insider risks in the healthcare industry such as patient

data misuse

Microsoft 365 compliance

Home

Comphance Mansger

Data classitcaton

Data conrwctons

Alerts

Reports
= Polon
Q, Pemissicns
Solutom
® Catalog
‘.‘?. AQD QUVEMAnce
B Acde

©

P A ®® 8

B >

Content search

Commumication complance

Data o33 preventon

eDiscovery

Inflermation governamce

Infermation protection

Inguder risk management

ReCOMO8. Managerrant

Heakhcare Records Access Pelicy

Healthcare Records Access Policy

P O—

Confirm all aberts & (reate Case Dismiss alert
Summary  Activity explorer
) pareras
~

Fitter

@ Accors: Accensing & nighbor’s
health records

2 patent ieet pddress mutched vier s foeet
Fryn

@ Access: Accessing a famaly
member’s health records
Aw 18, 2021 (UTQ) | Risk scover 25,900
evertinn Acceised health records of 2 iy

e

D patiect sascens mutcrad Liee 1 RIdrETL

UTC) | Risk scove: 3100
Accavsed hestth records of 3 petants

@ Access: Accessing a family
member’s health records
Ay 15, 2021 (UTC) | Risk scoves 2500
ene sl Accesied hestn records of 1 damiby
~rcan

} patieet sty matcred ey idoen

Hagperad (UTO

Aug ¥, 2001 634 P

Aug ¥, 2021653 Pt

Happened (UIC: M1&2021-/16/2021 Aoty Healthcare Access Recor

Actiity Eventow

Meatrg are A< cess Pagords

Hestncae Lo cens Becerds

Record 4
Gad13249- 1675 de ¢
beSe- 38998abe20ba
Workioad

HealtheareConnect

Location detalls

Workstation i

About this item

Event name

Lvent category

Restricted access comment

Happenad (UTC) A

Operation
AcceiPatentRecord

Actor Upn

Event section
Restricted access reason

Family match type

sthareAdOreushia o



» Browser file exfiltration detection across Edge
and Chrome

» Device indicators

» Policy health

« Export alerts

» View activity in the insider risk audit log

GA Annou ncements » Configure allowed, unallowed, and third-
party domains
» Analytics
« Enhancements to content explorer
experience

« Policy customization
« AAD Leaver signals and triggers

Aka.ms/InsiderRiskBlog
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Communication Compliance

Quickly identify and act on code-of-conduct policy violations

i 3 Contoso Electronics Microsoft 365 compliance

Intelligent customizable playbooks

Leverage machine learning to detect violations
across Teams, Exchange, and 3™-party content.

8 Getstarted Getstarted Gt storted

Flexible remediation workflows

Remediation workflows to quickly act on violations
and remove incriminating messages on Teams.

Privacy, built in

Identify and investigate communications risks
while maintaining end-user privacy.




Communication Compliance Overview

Sensitive Information Types S F o
/Keywords/Lexicons/Conditions
Out of Box Custom Classifiers Conditions Notif
o Credit Card o RegEx o Discrimination o Optical Character y
Teams Modern o SSN o Dictionary o Harassment Recognition (OCR)
Attachments o License o Profanity o Messages between Remove Team Message
o Etc. o Threat different groups, Domains
Teams Chats o Adult, Gory, Racy o Certain File types and size 7
Images Common Resolve
Teams Channel \ Y J remediation
Messages actions Power Automate
g o H Escalate Ad d
Skype . Polic vance
st | Microsoft Communication y :
g D I > . o> Matches eDiscovery
Compliance @\
Private
Messages =7
’ g &
Community
Conversations
) M365 SIEM
. > Azure Sentinel
. Audit LOg Splunk, etc.
Email
-
Attachments Data -~
m Microsoft
External Data conneCtorS
17a-4

Native Microsoft connectors &

TeleMessage connector partners

Veritas
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Aka.ms/ccignite2021

Platform Improvements
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New capabilities Product availability
Communication Compliance tagging improvements GA - October
Communication Compliance cross-tenant classifier feedback GA - November
Communication Compliance discrimination classifier Preview — July
DLP Policy Recommendation Preview - October
Day Zero Insights Preview - November
Additional Classifier language support Preview - November
Review Activity Summary Preview - December
In product getting started videos Coming Soon

Analyze content of Modern Attachments - Teams Coming Soon
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Offensive or threatening language

Owerview  Panding 19)

Trobpert

Added column that will
display the current tag

applied

Rgabai (15

N Tiers

Polums | e Of Tveatsmer] b

Offentive o threatening lsngieage
Cwerview  Pending (6 Resobeed 15}

=g B
1 ; E
— i J = Tempe Lnraien
L& ' . i
-2 LT
L - * L

TEpiLE e Podaw Offvnang or Thresimmeng langrae

#1949

Ability to unresolve a message

History of remediation actions

A list of all actions that
resolved

performed on this item before it was

Wed Sep 22 2021 15:55:46 GMT-0400 (Eastern Daylight Time)
@ MoD Administrator
Tagged as Non-Compliant

Sun Sep 26 2021 14:06:57 GMT-0400 (Eastern Daylight Time)
@ MoD Administrator

Resolved

Comments:

Resolved

Sun Sep 26 2021 14:07:37 GMT-0400 (Eastern Daylight Time)
@ MoD Administrator

Comments:

Resolved

Sun Sep 26 2021 14:07:37 GMT-0400 (Eastern Daylight Time)
e MOD Administrator

Unresolved

Comments:

This was accidently resolved. Should not have been.

All while being audited
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Allows investigators to
submit feedback directly
to Microsoft on
misclassified policy
matches

Effectively retrains and
improves the detection
algorithm

Resolve items and let Microsoft know they
were misclassified (Preview)

These items were classified as a match for one or more trainable classifiers, If you think they
were classified incorrectly, agree to the terms below and then submit your feedback along
with a copy of the items to Microsoft. This will help us improve the accuracy of our built-in
trainable classifiers. Learn more about providing feedback

[ send message content. attachments, and subject (including metadata)

in the selected items, so that Microsoft may improve its Microsoft services. | also
acknowledge that | am not sending any data to Microsoft that may identify or be used to
identify an individual.

Submit feedback Cancel



Preview
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% Contoso Electronics Microsoft 365 compliance

Trainable classifiers

Aims to detect

O Search

and triage explicit
discriminatory

language

Name

Contoso - Privacy Breach

Contaso - customer complaints

Supported Languages

Source code English
Harassment Chinese, English, French, German, lalia...
Profanity Chinese, English, French, German, ltafa...
Threat Chinese, English, French, German, ltalia...
Resume English
Discrimination (preview) English

Adult images

Racy images

Gory images




Preview

Microsoft 365 compliance

Ablllty to apply DLP Data loss prevention > Edit policy
policy insights to your

1 1 1 1 @ Name your policy .
better identify user |
. y. © Locations to apply the policy Data loss prevention policy has been updated.
behavior and intent |
Next steps
@ Advanced DLP rules
’ In addition to using our Data loss prevention solution, please consider leveraging Communication compliance to manage risk in
communications to protect company assets and flag sharing of concerning content such as adult imagery or threatening language.
. @ Test or turn on the policy Learn more
Now you will be |
1 1 @ Review your settings Monitor communications for offensive or threatening language:
d I re Cted to CO nflg u re e Create Communication Compliance policy

a relevant policy in

Communication oo Gy
Co m p | ia n Ce at th e Monitor communications for conflict of interest:
en d Of the Data LOSS Create Communication Compliance policy
Prevention policy

configuration flow




Preview

Microsoft 365 compliance

Discover risks you
may not be aware of

Communication compliance # Communication compliance settings () Learmore 53 Remove from navigation

Policies  Alerts  Reports

Policy name items pending review Resolved items Status Last modified Last policy scan @ £

Displays the

agg regate nu mber Of Detect messages that contain inappropriate content Bentonterin 39
matches per = Insight rofanity in 37 messages

Users in your org recently sent 2 emails that might contain inappropriate content. Threatin 9 messages

classification type, o o o |
. & mrif: a policy to detect future communications that contain inappropriate content such as profanity, threatening language, and

with none of the

insights containing 5

Recommended action for your org

K B 5 & Q@

Detected might contain i iate content

bl

£

Recommended action for your org

any personally s
. d . f bl a Take control of sensitive info in messages Messages that include sensitive nfo types
Identifiable
. f t- e} Users in your org recently sent 35 emails that contain sensitive info.
I n O rl I Ia I o n S Recommended action CC confidential keywords test 282
Create a policy to monitor future communications that contain this sensitive info,
=
Confidential project 257
2
PA Insiders lexicon 202
i 5
Credit Card Number 192
5

@ Create Policy 30 more detectad &



Preview

Four additional language support for Threat, Harassment and Profanity
classifiers:

o Arabic
o Dutch
o Korean
o Chinese Traditional

Existing languages supported: English, French, Spanish, German,
Portuguese, Italian, Japanese, and Chinese.



Preview

Provides comprehensive
summary of all activities
and actions that have
occurred against a
policy, such as:

Date sent
Date flagged
Reviewed by

Message
reconciliation

o

o

o

Can help fulfill
regulatory compliance
obligations and can help
organizations better
track the status and
progress for unresolved
policy violations

Cancel




Coming Soon

Analyze Team Modern Attachments

Microsoft 365 compliance

ommunication compliance > Policies > Teams with confidential ST
(< pl Palici Te h confidential SIT
E Teams with confidential SIT
<
T Overview  Pending (85)  Resolved (44)

ilter % Filters
A Fili T Fi
k2
= 8 e © & 9 L 0O 1 of 158 selected v [ European expansion INS.docx.txt ™4 7 X
b
a = [ Subject Sender Recipients Date Source  Plain text  Annotate

VI ccadmin sa <admin@sdftenant... user] <useri@sdft.. Sep9, 2021

5EL TasU e (FIgure sy

[ [ European expansion_INS.docktit 71

Figure 5: Worldwide television sales percentages for 2012-2013
73 At Contoso, customer satisfaction is a guiding value, and the social

m
Nl
N

) > EE-SDemsmeineiin,  Cetom Mot Mo bRl TN media feedback shows that we take this value seriously. Want a deeper
) ) level of customer engagement and satisfaction? That’s what Contoso
| > W RSS <RSS@tesmsmicrosoftco.. Contoso <Contosow. Aug 22, 2021 2i44 .. Lt hete provan; e
74 The sales alignment process
Fﬂ > B RSS <RSS@teams microsoftco.. Contoso <Contoso.. Aug 21, 2027 203 ... 75 In this analysis, we have established that Litware and Contoso share
aligned business priorities and goals. We’ve also briefly reviewed
B PO RSS <RSS@teams.microsoftco.. Contoso <Contoso.. Aug 17,2021 120.. the Contoso track record of success with past sales partner
A relationships. Now let’s take a look at the sales alignment process
. . itself. When you partner with Contoso in teday’s market, what can you
& P RSS <RSS@teams.micrasoftco.. Contoso <Contoso.. Aug 14,2021 13 . o
76 The approach
=5 > W RSS <RSS@teams microsofteo... Contaso <Contoso... Aug 14, 2021 307 .. 77 Here’s more good news: We have simplified our process for integrating

with your business. The step-by-step partnership approach is
RSS <RSS@teams.micresoftco.. Contoso <Contoso.. Aug 12, 2021 2:532... organized in thres phases: evaluate, plan, and execute & measure
(Figure 5). Each is intended to build directly on the phase before

)
-
&

A > B user? <user2@sdftenant5T.on...  userd <userd@sdft. Aug 92021 11:52.. it. All are designed to be straightforward and easy to enmact. Please
note that each phase is more thoroughly documented in the
B N supplemental materials provided by Katie Jordan.
> W user? <user2@sdftenant5T.on...  user3 <user3@sdft.. Aug 9 2021 11:51.. 78
& ;
> user2 <user2@sdftenant5Ton..  user! <useri@sdft.. Aug9, 20211151 ..

user! <userl@sdft.. Aug9 2021 11:5%..

&

user? <user2@sdftenant37.o0




 Interactive Guide: Interactive guide with step-by-step guidance on how
to create policies, investigate policy violations, and escalate compliance
issues for remediation.

« SIEM Integration Guide: Learn how to integrate Communication
Compliance with SIEM solutions so that you can view Communication
Compliance alerts in your SIEM.

 Financial Services Industry Playbook: This guide provides a set of
guiding principles and best practice use cases for Communication
Compliance to address regulatory compliance obligations.
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Resources




Resources

- OSS — https://aka.ms/mipc/oss
- Insider Risk Guide - https://aka.ms/insiderriskguide
- Insider Risk Blog - https://aka.ms/insiderriskblog

- Communication Compliance Guide -
https://aka.ms/CommunicationCompliance

- Communication Compliance Ignite blog —
https://aka.ms/ccignite2021

M365 SECURITY & COMPLIANCE
b Customer Experience Engineering






Thank you!
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